US008364595B1

(l2) Ulllted States Patent

(10) Patent N0.:

Ringewald
(54)

(45) Date of Patent:

SECONDARY MARKET FOR DIGITAL

2007/0136608 A1*

OBJECTS

2009/0165101

(75)

Inventor:

(73)

Assignee: Amazon Technologies, Inc., Reno, NV

(*)

Notice:

US 8,364,595 B1

Erich Ringewald, Belvedere, CA (U S)

Jan. 29, 2013

6/2007 Kirovski et a1. ............ .. 713/193

A1 *

6/2009

Peterka et al.

2009/0193526 A1*

7/2009

SWeazey ...... ..

.....

2010/0125511 A1*

5/2010

J

. . . . . ..

726/6

.. 726/30

t t l. .................. .. 705/27

W0

Owe e a
FOREIGN PATENT DOCUMENTS
w()2()05/065026 A2 * 7/2005

(US)

WO

WO2006/080772 A1 *

Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U,S,C, 154(1)) by 531 days,

OTHER PUBLICATIONS
Nair et a1. (“Enabling DRM-preserving Digital Content Redistribu
tion”, Proceedings of tlle Seventh IEEE International Conference on
E-Commerce Technology, IEEE Computer Society, Oct. 10, 2005, 8

(21) Appl. No.: 12/435,927

pages).*

(22)

Filed:

* cited by examiner

(51)

Int_ CL
G06Q 30/00

(201201)

G06F 17/30
G06F 21/20

(2006.01)
(2006.01)

May 5, 2009

8/2006

Primary Examiner * James D Nigh
(74) Attorney, Agent, or Firm * Lee & Hayes, PLLC

(57)

ABSTRACT

(52)

US. Cl. ............... .. 705/51; 705/1.1; 705/59; 726/4;

726/26; 707/600; 707/E17_005; 707/E17_055

closed. Digital objects including e-books, audio, video, com

(58)

Field of Classi?cation Search ................. .. 705/1.1,

Puter applications, etc-s Purchased from an O?ginal Vendor by

705 /51 59. 726/ 4 26. 707 /600 B17005
’
’
’
’
70,7 /E17 055’

a user are stored in a user’s personalized data store. Content in
a personalized data store may be accessible to the user via

-

-

-

An electronic marketplace for used digital objects is dis

'

transfer such as moving, streaming, or doWnload. When the

See apphcanon ?le for Complete Search hlstory'

user no longer desires to retain the right to access the noW

References Cited

used digital content, the user may move the used digital
content to another user’s personalized data store When per
missible and the used digital content is deleted from the
originating user’s personalized data store. When a digital

(56)

US PATENT DOCUMENTS
*
$2 a
"""""
737693641 B2 * 8/2010 louyet et a1,
, 705/261
7,818,811 B2 * 10/2010 Kirovski et al. .
726/26

7,995,505 B2: 8/2011 BeaPPTe et a1~
200
lsicrg?ggrrs '
2004/0243686 A1 * 12/2004 schilders":w

object exceeds a threshold number of moves or doWnloads,
the ability to move may be deemed impermissible and sus
pended or terminated. Additionally or alternatively, a collec

~~ 370/276
"
T709013

2006/0195515 A1*

8/2006

2007/0106805 A1 *

5/2007 Marples et al. ............. .. 709/229

Beaupre et al. ..

tion of objects may be assembled from individual digital
objects stored in the personalized data stores of different
users, and moved to a user’s personalized data store.

.... .. 709/203

21 Claims, 6 Drawing Sheets

ILLUSYRATIVE ENVIRONMENT FOR
PERMISSIBLE TRANSFER OF USED

DIGITAL OBJECTS

10D

NETWORK
RESOURCE
SERVER

Pmcsssom) m
MEMQRV 112
PERsumlzEn mu swRE

INTERFACE MODULE

PERSONALIIED DATA

Stone (PDs)
SERVER 11$

[?
m

PEmmuzEn

am i mama

so

m

MEMORY m
use: 102m)‘:

USER mm» PERsumluzEn

USER 102(5)‘:

mm sronE

\

l m

BILLINGMODULE

MOVE DF usEu ms'iiifomzcr
130

l ,”

'

,1

DETERMINING MODULE

BUSINESs RULE(5)

114

13E

US. Patent

Jan. 29, 2013

Sheet 1 of6

US 8,364,595 B1

ILLUSTRATIVE ENVIRONMENT FOR
PERMISSIBLE TRANSFER OF USED
DIGITAL OBJECTS

NETWORK
RESOURCE

102(B)

SERVER
108
\
\

PRocEssOR(s) 110

102(A)

MEMORY L
PERSONALIZED DATA STORE
INTERFACE MODULE

1 13
U

m

WREINTERFAOE

@ @l! 5; Q q samn?- Favnrllt

PERSONALIZED DATA STORE

PERSONALIZED DATA

INTERFACE

STORE (PDS)
SERVER _1_1§

V

_ _ _ _ _ _L

PERSONALIZED DATA sToRE SERVER 116

PROCESSOR(S) 118

_"'

MEMORY 120
USER 102(A)'s

USER 102(B)'s

USER

USER 102(N)‘s PERSONALIZED

PERSONALIZED

PERSONALIZED

102(C)'s

DATA sTORE 122(N)

DATA STORE

DATA STORE

PERSONALIZED

122(A)

122(8)

DATA STORE

122(6)
I ______ __

' ' '

124
DIGITAL

128 N

DIGITAL
OBJECT

OBJECT;
"

DETERMINING MODULE

BusINEss RuLE(s)

134

136

k L

J

MOVE OF USED DIGITAL OBJECT

130

FIG. 1

US. Patent

Jan. 29, 2013

US 8,364,595 B1

Sheet 2 0f 6

PERMISSIBLY MOVING A
USED DIGITAL OBJECT

200

RECEIVE DIGITAL OBJECT
FROM AUTHORIZED SOURCE
AND sToRE IN PERSONALIZED
DATA STORE

2i
SET OBJECT MOVE
THRESHOLD

204

SET OBJECT DOWNLOAD
THRESHOLD

206
L

RECEIVE REQUEST FOR
MOVE OF DIGITAL OBJECT

208

OBJECT
MOVE
THRESHOLD

EXCEEDED?

m

OBJECT
OWNLOAD THRESHOLD

EXCEEDED?

m

L
PERMIT MOVE TO ANOTHER
PERSONALIZED DATA STORE

218

YES

YES—>

MovE DEMED

MOVE DIGITAL OBJECT FROM

212

ORIGINATOR'S PERSONALIZED
DATA STORE To REclPlENT's

I
PRESENT OTHER ACCESS

OPTIONS, I.E. LINK TO
PURCHASE OF NON-USED
LICENSED DIGITAL OBJECT,
OR OTHER USERS WITH USED
OBJECT FOR SALE

PERSONALIZED
DATA STORE
220
‘

CREDIT ORIGINATOR
ACCOUNT AND DEBIT
RECIPIENT ACCOUNT

Q

21-4
DEBIT SERVICE FEE FROM
ORIGINATOR ACCOUNT,

RECIPIENT ACCOUNT, BOTH,

FIG. 2

OR THIRD PARTY

US. Patent

Jan. 29, 2013

Sheet 3 of6

US 8,364,595 B1

ILLUSTRATIVE PERMISSIBLE
MOVE INCLUDING LOAN OF
USED DIGITAL OBJECT

USER 102(A)’s
PERSONALIZED DATA

300

STORE 1221A!

1A
DIGITAL

OBJECT

SALE MOVE

USER 102(B)’$

302

PERSONALIZED DATA
STORE 122 B

m

LOAN

1%

DIGITAL

MovI:

> DIGITAL

OBJECT

304

OBJECT

LOAN
MOVE
EXPIRES
306

USER 102(N)’s
PERSONALIZED DATA

STORE 122 N

E

SALE

12A

DIGITAL

MOVE

> DIGITAL

OBJECT

308

‘

OBJECT

SALE
MOVE
310

IF DBJECT MOVE THRESHOLD = 4, THIS
OBJECT FLAGGED AS NO LONGER
/— AVAILABLE FOR MOVING AND MAY NOT BE

E 4*’!
DIGITAL
OBJECT

MOVED FURTHER.
312

USER 102(C)'s
PERSONALIZED DATA

FIG. 3

US. Patent

Jan. 29, 2013

Sheet 4 0f 6

US 8,364,595 B1

ILLUSTRATIVE PERMISSIBLE
MOVE AND DOWNLOAD OF
USED DIGITAL OBJECT

USER 102(A)’s

400

PERSONALIZED DATA

STORE 122 A

IF DOWNLOAD THRESHOLD = 0, THIS
OBJECT FLAGGED AS NO LONGER
AVAILABLE FOR MOVE AND MAY NOT BE
MOVED FURTHER AFTER DOWNLOAD 404.

TAL/
DIGITAL
OBJECT

406
DOWN LOAD

404

104(0)

USER 102(C)’S
PERSONALIZED DATA

STORE 122(C)

FIG. 4

US. Patent

Jan. 29, 2013

Sheet 5 0f 6

US 8,364,595 B1

BUILDING OBJECT

/
SELECT AN OBJECT
COLLECTION

502

I
DETERMINE OBJECTS WHICH
COMPRISE OBJECT

COLLECTION

5%

I
SEARCH SOURCE
PERSONALIZED DATA STORES
TO FIND THE OBJECTS

COMPRISING THE
COLLECTION WHICH ARE
AVAILABLE FOR MOVE

m

I
SELECT SOURCE
PERSONALIZED DATA

STORE(S) FOR THE OBJECTS
COMPRISING THE
COLLECTION

51

I
BUILD THE OBJECT
COLLECTION BY MOVING THE
OBJECTS COMPRISING THE
COLLECTION FROM THEIR
SOURCE PERSONALIZED DATA
STORES TO A SINGLE
DESTINATION PERSONALIZED
DATA STORE

Q1_O

FIG. 5

w

COLLECTION FROM
MULTIPLE-PERSONALIZED
DATA STORES

500

US 8,364,595 B1
1

2

SECONDARY MARKET FOR DIGITAL
OBJECTS

transferable over a communication network such as the Inter

net. A used digital object is one which a user has legitimately
obtained access rights to, and may permissibly transfer to

BACKGROUND

anotheruser. Transfer of used digital objects from the original
purchaser to a subsequent purchaser of the used digital object

By gaining access rights from owners, users may quickly
and easily access a variety of digital objects, also known as

may pose problems with respect to the ?rst sale doctrine,
license obligations, etc.
This disclosure describes an electronic marketplace (“mar

content. These digital objects include images, electronic
books “e-books,” audio recordings, video recordings, com
puter applications, and other forms of information transfer

ketplace”) facilitating a secondary market for digital objects.
The electronic marketplace includes a system enabling users
to store digital objects in a personaliZed data store and per
missibly transfer used digital objects and/ or the rights to use
the used digital objects to other users via the electronic mar
ketplace. A personaliZed data store may also be known as a
digital locker and may be implemented as a non-resident,

able over a communication network such as the intemet.

As use of digital objects increases, users may wish to
transfer the digital objects to other users. These transfers may
include a sale, a rental, a gift, a loan, a trade, etc. However,

several problems manifest when transferring a digital object.
While a physical object such as a copy of a paperback book

user-speci?c storage location of digital objects accessible by

only exists in one place at a time, easy and inexpensive copies
of a digital object without loss of ?delity are possible. Thus,
easy copying and repeated sale of the same digital object is

possible, potentially eliminating scarcity of the digital object.

one or more devices at one or more locations through one or
20

network based storage resource such as a cloud storage ser

Because of this, many owners implement digital rights man
agement to prevent such impermissible transfers. Further
more, the digital object as originally transferred to the initial

vice, etc.). A permissible transfer of digital objects includes a
conveyance of access rights associated with a digital object
which is made in accordance with policies enforced in the

purchaser may have license restrictions or other limitations
on permissible use or further transfer. For example, a license
to use a free download of a popular song may expire after a

more networks. Accordingly, the personaliZed data store may
be maintained in remote storage (e.g., a remote database, a

25

marketplace, and may include digital object licensing condi
tions, legal requirements of the country or jurisdiction to
which the marketplace is subject, etc. Each user may access

few days.

his or her personaliZed data store, and the digital objects

A secondary market which allows users to effectively and

permissibly transfer “used” digital objects to others while
maintaining scarcity is therefore desired. A “used” digital

stored within it.
30

In various different implementations, digital objects in a
user’s personaliZed data store may be streamed to the user’s

object is one to which a user has legitimately obtained access

or ownership rights (hereinafter “access rights”), and to

local computing device, downloaded to the user’s local com

which the user may permissibly transfer to another user.

puting device, transferred to another personaliZed data store,
or otherwise accessed by a user through a personaliZed data

BRIEF DESCRIPTION OF THE DRAWINGS

35

store interface via one or more devices at one or more loca

tions via one or more networks. As used herein, the term

The detailed description is set forth with reference to the

“transfer” refers to any type of conveyance of digital objects

accompanying ?gures. In the ?gures, the left-most digit(s) of

or portions thereof from one storage location or computing

a reference number identi?es the ?gure in which the reference
number ?rst appears. The use of the same reference numbers

40

include permissible moves, permissible downloads, permis

in different ?gures indicates similar or identical items.
FIG. 1 is a schematic diagram of an illustrative environ
ment for implementing a method and system that enable

sible streaming, etc. As used herein, the terms “download”
and “downloading” refer to transfer of a digital object from
one storage location or computing device to another storage

permissible transfer of used digital objects among different
45

users.

device. The terms “stream” and “streaming” refer to transfer
of a digital object from one storage location or computing
device to another storage location or computing device, with

ing a used digital object.
FIG. 3 is a ?ow diagram of an illustrative method of mov

ing a used digital object and designating the used digital
50

FIG. 4 is ?ow diagram of an illustrative method of down

55

with the act of streaming.
The terms “move” and “moving” refer to transfer of a

FIG. 6 is a schematic diagram of an illustrative data store
60

from the sending storage location or computing device. One

Overview

computer applications, and any other forms of information

digital object from one storage location or computing device
to another storage location or computing device, combined

with storage of the digital object at the receiving storage
location or computing device and deletion of the digital object

DETAILED DESCRIPTION

As described above, digital objects (“objects”) may
include images, e-books, audio recordings, video recordings,

ing. Thus, downloading results in a copy of the used digital
object being ?xed (at least temporarily) in memory of the
receiving storage location or computing device, whereas
streaming is transitory in nature such that the used digital
object is present in memory of the receiving storage location

or computing device only substantially contemporaneously

ing a digital object collection from digital objects located in
multiple personaliZed data stores.
interface.

out maintaining the digital object at the receiving storage
location or computing device after conclusion of the stream

loading a used digital object and designating the downloaded
digital object as no longer available for further movement
after exceeding a threshold number of downloads.
FIG. 5 is a ?ow diagram of an illustrative method of build

location or computing device, combined with storage of the

digital object at the receiving storage location or computing

FIG. 2 is a ?ow diagram of an illustrative method of mov

object as no longer available for further movement after
exceeding a threshold number of moves.

device to another. “Downloading,” “streaming,” and “mov
ing” are three speci?c types of transfers. Permissible transfers

65

example of a move is a move of a digital object between

personaliZed data stores. In some implementations, used digi

tal objects may remain freely movable between personaliZed

US 8,364,595 B1
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Electronic devices 104 may include a personal computer

data stores until the occurrence of certain events, at Which
point moves betWeen personalized data stores are no longer

104(A), an entertainment system 104(B), a personal digital
assistant (PDA) 104(C), or other computing device 104(N)

permitted.

that is capable of communicating over a netWork, including
but not limited to, set-top boxes, mobile phones, digital media

Thresholds may be set Which limit transfer of a used digital
object after the occurrence of certain events. For example, a
threshold may limit hoW many times a used digital object may

players, tablets, laptop computers, desktop computers, elec
tronic book readers, game consoles, servers, etc.

be permissibly moved to another personalized data store, hoW
many doWnloads (if any) may occur before transfer is
restricted, etc. These thresholds help to maintain scarcity of

NetWork resource server 108 may be either a single server
or a larger collection of servers, such as a data center or

multiple data centers. NetWork resource server 108 may
include one or more processors 110 and a memory 112, the
memory comprising one or more computer-readable storage

digital objects in the marketplace and/or to comply With
licensing requirements of the digital object, by putting con
ditions on When and hoW many times used digital objects may
be transferred. These limits may be set for a speci?c digital

media (CRSM). The CRSM may include, but is not limited to,
random access memory (RAM), read-only memory (ROM),

object, a digital object type (such as a particular title of book),

electrically erasable programmable read-only memory (EE

a digital object category (such as all movies), etc. In some

PROM), ?ash memory or other solid-state memory technol

cases, a user With limited rights to move or doWnload a used

ogy, compact disk read-only memory (CD-ROM), digital

digital object may still have access to the used digital object

versatile disks (DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other mag

stored in the personalized data store. For example, a user

unable to move the used digital object betWeen personalized
data stores or doWnload the used digital object, may continue
to access the used digital object in his or her personalized data
store via streaming, via the personalized data store interface,

20

etc. Alternatively, a user’s ability to access the used digital

object by streaming may also be limited upon the occurrence

25

of certain events.
In one example, a user may use the personalized data store

interface to access and manage used digital objects Within his
or her personalized data store. A user may move available

used digital objects to personalized data stores of other users,
maintain a list of Wanted used digital objects (for example,

netic storage devices, or any other medium Which can be used
to store the desired information and Which can be accessed by
a processor. The processor 110 is con?gured to execute
instructions stored in the memory 112.
For example, a personalized data store interface module
113 may be stored in memory 112 and executed by the pro
cessor 110 to provide a personalized data store interface 114
to a user. The personalized data store interface 114 provides
access functionality to users 102 of a personalized data store
server 116 connected to the netWork resource server 108 via

30

netWork 106. The personalized data store server 116 may be
located on the same or a separate server as the netWork

songs the user Would like to have moved to his or her person

resource server 108 and may also include either a single

alized data store), maintain a list of used digital objects Which

server, or a larger collection of servers, such as a data center
or multiple data centers. Personalized data store server 116
may include one or more processors 118 and a memory 120,
the memory including one or more computer-readable stor

are available for movement (for example, songs the user no

longer Wants to be able to access), etc. The movement of the

35

available used digital object to another user’s personalized

age media (CRSM). Processor 118 is con?gured to execute
instructions stored in the memory 120.
In one embodiment, stored Within memory 120 is a plural

data store may be a result of a sale, rental, loan, gift, trade, etc.
Users may also use their personalized data store interface
to list or otherWise seek to obtain a Wanted collection of

digital objects. A collection of digital objects includes tWo or
more digital objects. For example, a collection of digital

40

122(N), each associated With a user account. As shoWn in the

illustrated example, user 102(A) has personalized data store
122(A) Which stores used digital object 124. User 102(B) has
personalized data store 122(B) Which stores used digital

objects may be all songs found on a particular album, or all
episodes of a particular television shoW from a particular
season. When a user seeks a collection of digital objects, a

search of used digital objects available for movement in other

45

personalized data stores takes place. Once used digital objects
are located, the collection is built and the collection may then
be moved to the personalized data store of the requesting user.
Note that in some instances, the collection may be built from

used digital objects oWned by multiple different users.

128(N). That is, a user may store as many digital objects as his
50

including the Internet, a local area netWork, a Wide area
netWork, a Wireless Wide area netWork, a cable television

netWork, a Wireless netWork, a telephone netWork, etc. Net
Work 106 alloWs communicative coupling betWeen electronic
devices 104 and servers, such as netWork resource server 108.

pre-determined storage limit de?ned in size in bytes, a num
ber of ?les, etc. This storage limit may be ?xed or may be

variable (e.g., With time, With payment of additional fees,

permissible transfer of used digital objects among different
100, many users 102(A), 102(B), to 102(N) may use an elec
tronic device 104(A), 104(B), to 104(N) to access a netWork
106 and establish communication With a server 108 imple
menting a netWork resource, e.g., a Website. As used in this
application, “N” is any integer number greater than zero.
NetWork 106 may be any type of communication netWork,

object 126. User 102(C) has personalized data store 122(C)
Which is initially empty. User 102(N) has personalized data
store 122(N), Which may store used digital objects 128(A) to
or her personalized data store can hold, such as up to a

Illustrative Environment for an Electronic Marketplace
FIG. 1 is a schematic diagram of an illustrative environ
ment 100 for implementing a method and system that enable

users, thus creating a secondary market for used digital
objects Within an electronic marketplace. In environment

ity of personalized data stores 122(A), 122(B), 122(C), to

55

etc.). When multiple users hold the same access rights from
an oWner for the same digital object (for example, many
people may have rights to vieW the movie “Blade Runner”), a
separate copy of the used digital object may be stored in each
individual personalized data store, or the personalized data
store may contain a reference or pointer to a centralized copy.

While the personalized data stores 122(A) through 122(N)
60

are shoWn stored in memory 120, in other examples, the

personalized data stores 122(A) through 122(N) may be
stored in different memories residing on the same or different

servers or in remote data storage accessible by the digital
locker server 116.
65
A user may stream, doWnload, or otherWise access a used

digital object stored in his or herpersonalized data store. Used
digital objects may also be moved from one personalized data

US 8,364,595 B1
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store to another for a variety of reasons, When the move is
permissible. For example, a user may permissibly move a

data store service, the OMT may be set to ?ve for moves
Within the ?rst personaliZed data store service and one for
moves to the second personaliZed data store service. Thus,
users Within the ?rst personaliZed data store service may

used digital obj ect from one of his personalized data stores to
another of his personaliZed data stores. In another example, a
user may permissibly move a digital object to a personaliZed
data store of another user of the electronic marketplace. In the

permissibly move the used digital object up to ?ve times to
otherusers of the ?rst personaliZed data store service, but only

illustrated example, a used digital object 124 may be permis
sibly moved 130 from user 102(A)’s personaliZed data store

once to a user of the second personaliZed data store service.

122(A) to user 102(C)’ s personaliZed data store 122(C). Once

User identi?cation information may also be used to modify
the OMT. For example, the OMT may be set to alloW ?ve

permissibly moved, used digital object 124 is no longer in

permissible moves betWeen a ?rst set of users (e.g., users

located in a speci?ed geographic area, users having a pre

user 102(A)’ s personaliZed data store 122(A) and noW resides
only in user 102(C)’ s personaliZed data store 122(C). In some

mium membership, users purchasing a premium version of
the digital object, users belonging to a speci?ed group, etc.)

embodiments, a billing module 132 may be con?gured to levy
a fee upon transfer (e.g., movement, doWnload, and/or
streaming) of a used digital object. A determining module 134
may be con?gured to determine Whether to permit or deny

but only one permissible move to a second set of users (e.g.,
users located outside the speci?ed geographic area, users
having a basic membership, users purchasing a basic version

of the digital object, users not belonging to the speci?ed

transfer of the used digital object according to one or more
business rules 136.
FIG. 2 is How diagram of an illustrative method for per

missibly moving a used digital object 200 to another person

group, etc.).
20

aliZed data store. At 202, a digital object received from an
authoriZed source is stored in a personaliZed data store. This
authoriZed source may be a publisher, a bookseller, another

the digital object in the marketplace. For example, a popular

user With legitimately obtained rights to transfer, a merchant,
or another trusted source permitted to distribute access rights

to digital objects and/ or digital objects themselves to users. In
one embodiment, upon storage of the digital object in a user’ s
personaliZed data store, an object move counter (“OMC”) and
an object doWnload counter (“ODC”) for the used digital
object may be initialiZed to Zero or, if the object has been
previously moved or doWnloaded, may retain the values of the

At 206, an object doWnload threshold (“ODT”) may be set.
As discussed above, after doWnloading a digital object, con
trol over that digital object may be lost. Thus, the ODT may be
used to limit the number of doWnloads of a digital object from
a personaliZed data store, further maintaining the scarcity of

25

digital object such as a song may have an ODT of Zero, thus

never alloWing doWnload of the song from the personaliZed
data store. If set to one, the ODT Would permit the user to
doWnload the song once from his or her personaliZed data
store to, e.g., his or her personal media player or to another
30

personaliZed data store, but thereafter the user Would lose the

authorized source. When moving the used digital object, the

ability to doWnload the song again.
The ODT may also be con?gured to limit the number of

OMC is incremented. The OMC may be used to implement a

permissible doWnloads by type (i.e., model) of electronic

policy in the marketplace Where digital objects may only have
a ?nite number of moves betWeen personaliZed data stores,

device or identi?cation of a speci?c electronic device used to
35

thus producing scarcity Within the marketplace. It Will be

number. For example, if a media player device incorporates

appreciated that When a used digital object is doWnloaded to
another location, particularly to a location beyond the data
store server 116, the personaliZed data store service provided
by the data store server 116 may no longer be able to control

digital rights management to prevent duplication of digital
40

the access rights to the used digital object and impermissible
transfers of the used digital object could be made. Therefore,
the ODC may be used to implement a policy in the market

place Where digital objects may only be doWnloaded from the
user’s personaliZed data store a ?nite number of times, if at

45

all, thus maintaining control over the digital object and pro
ducing scarcity both inside and outside the marketplace. For
loads a digital object to the user’s local computing device.

place.
55

object has been moved more than a threshold number of

times, thereby helping to maintain the scarcity of the digital
object in the marketplace. For example, a popular used digital
object such as a song may have an OMT of three, only alloW
60

data store.

Where multiple personaliZed data store servers adminis
tered by different entities are available, the OMT may change.
For example When one entity offers a ?rst personaliZed data
store service and a second entity offers a second personaliZed

iZed data store server 116, or another server or device acting
as a proxy for the personaliZed data store server 116 may

receive the request. At 210, When the OMT for the used digital
object is exceeded, at 212 the move is denied as impermis
sible. After denial, at 214, presentation of other access options

At 204, an object move threshold (“OMT”) may be set. The
OMT may limit the number of transfers of a used digital

ing three permissible moves of the song to other personaliZed
data stores. After the OMT is reached, the used digital object
is no longer permissibly moveable to another personaliZed

such as a personal computer, further doWnloads and/or moves

store is received. The netWork resource server 108, personal
50

the digital object to a storage location outside of the market

object to other personaliZed data stores When the used digital

objects, the ODT may be set to ?ve When doWnloading to that
particular media player device, but otherWise be set to Zero.
Thus, a user may permissibly doWnload the digital object ?ve
times to the same media player device, While retaining the
ability to move the digital object to other users if desired.
HoWever, after doWnloading just once to a different device,

are not permitted, While streaming may still be permitted.
At 208, a request for movement of a used digital object
from one personaliZed data store to another personaliZed data

example, the ODC may be incremented When a user doWn
The ODC may also be incremented When a user doWnloads

consume the digital content. During doWnload, the server 108
may acquire the type of electronic device or identi?cation

such as purchase or movement of another available digital
object to a user may take place. For example, a user may be

presented With a “neW” non-used digital object available for
purchase and/or a list of used digital objects available for
purchase. The user may then elect to try again and either
purchase a “new” digital object from an oWner, merchant,
etc., or attempt to acquire a “used” digital object from another
personaliZed data store.
A move limit business rule may set the OMT 204 to limit

transfers in the electronic marketplace. A doWnload limit
65

business rule may set the ODT 206 to limit doWnloads in the

electronic marketplace. These business rules 136 may be
stored in memory 120 and con?gured to execute on the pro
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cessor 118. The move limit business rule and download limit

object as no longer available for further movement after

business rule may operate independently or in conjunction

exceeding a threshold number of moves. Illustrated are the

With one another to determine Whether to authorize or deny

the request for movement of the used digital object. In the

personaliZed data stores 122(A), 122(B), 122(N), and 122(C)
for users 102(A), 102(B), 102(N), and 102(C), respectively.

case of the move limit business rule, the determination may be

Assume the OMT is set to four in this example.

made by the determining module 134 querying the OMC and

In this illustration, digital object 124 begins inpersonaliZed

comparing the OMC to the OMT. In the case of the doWnload

data store 122(A) With user 102(A) having access rights. User
102(A) agrees to make a permissible sale move 302 of digital
object 124 to user 102(C), and the OMC is incremented from
Zero to one. The move takes place, removing digital object
124 from personaliZed data store 122(A) to noW reside in

limit business rule, the determination may be made by the

determining module 134 querying the ODC and comparing
the ODC to the ODT.
When the OMT is not exceeded at 210, the method pro
ceeds to 216 to determine Whether the ODT is exceeded. If, at
216, the ODT is determined to have been exceeded, the move
is denied 212 and the user may be presented With other licens

personaliZed data store 122(C).
NoW suppose user 102(C) decides to loan digital object 124
to user 102(B). A permissible loan move 304 is made, the
OMC is incremented from one to tWo, and digital object 124
is removed from personaliZed data store 122(C) and noW

ing options 214. Because control over a digital object may be
lost at the time of doWnload, restricting a number of permis
sible doWnloads helps to maintain control over the digital

resides in personaliZed data store 122(B). A digital object

object and maintain scarcity in the marketplace. While the
OMT is described as being checked before the ODT, the ODT
may also be checked before the OMT. In another embodiment

20

the check of the OMT at 210 or the check of the ODT at 216
may be omitted. For example, Where the move limit business
rule places no limits on moves betWeen personaliZed data
stores but restricts moves or other transfers after a single

doWnload, only the ODT Would be necessary.

to a friend until the friend purchases her oWn copy of the

e-book.

25

When, at 216, neither the OMT nor the ODT are found to

have been exceeded, the used digital object is determined to
be “available” and movement to another personaliZed data

store is permissible. Thus, at 218, movement is permitted.
Accordingly, at 220, the digital object is moved from the
personaliZed data store of the originator to the personaliZed
data store of the recipient, and the originator no longer retains

30

35

User 102(C) ?nds that she Wishes to repurchase digital
object 124, and makes a permissible sale move 310 of digital
object 124 from user 102(N). Digital object 124 is removed
from personaliZed data store 122(N), the OMC is incre
mented from four to ?ve, and digital object 124 noW resides in

40

personaliZed data store 122(C).
In the illustrated example, digital object 124 is ?agged as

store service or through third party merchants or processors.
The credit or fee may be a in the form of currency, points,

stored value, etc.
At 224, an entity may levy a fee for the transfer instead of,
or in addition to, the compensation of 222. The fee may be
levied from the originator, recipient, both, or a third party. For
example, a third party Which oWns the digital content may
choose to pay the transfer fee of digital objects to encourage

being unavailable for further movement 312 as its OMC noW

exceeds the OMT. As described earlier With respect to FIG. 2,
When the OMC for a digital object exceeds the OMT, further
45

sonaliZed data stores, the user may continue to access digital

50

object 124, for example via streaming or other access permit
ted through the personaliZed data store interface 114. A per
ceived value of the digital object may change as the OMC is
increased. For example, an item With a high OMC may be
considered less valuable because of its limited ability to move
in the future. Or an item With a high OMC may be perceived
more valuable if no longer available for direct purchase from

etc.

In another implementation, the OMC and ODC’s may be
set to a pre-determined maximum value at initialiZation, and
decremented at each movement or doWnload, respectively.

moves are impermissible, and further moves requests are

denied. HoWever, While prohibiting movement to other per

distribution of previously licensed digital objects. The entity
levying the fee may be the operator of the personaliZed data
store server, oWner of the digital object receiving a royalty,

User 102(C) then decides to make a permissible sale move

incremented from three to four, and noW resides in personal
iZed data store 122(N).

At 222, When compensation for a permissible transfer takes

fee described next) may be made to the recipient’s credit card
or other payment account. The originator and recipient
accounts may be maintained as part of the personaliZed data

When the loan expires, at 306 digital object 124 is removed
frompersonaliZed data store 122(B), the OMC is incremented
from tWo to three, and digital object 124 is returned to the
personaliZed data store 122(C) of the originating user 102(C).
In another example, upon the expiration of a loan or rental, the
OMC may be decremented upon return of the digital object to
the personaliZed data store of origin.

308 ofdigital object 124 to user 102(N). Digital object 124 is
removed from personalized data store 122(C), the OMC is

a copy Within their personaliZed data store.
place, such as When an originator is selling his or her access
rights to a recipient, a credit may be made to an originator
account While a corresponding debit (possibly less a transfer

loan may be of inde?nite duration, have an expiration date, or
some other triggering event Which terminates the loan. For
example, a user may loan a digital object Which is an e-book

55

the content oWner. As described above, limits on moves,

doWnloads, or other transfers helps enforce the rights of digi

Thus, instead of comparing against a threshold, movement or
doWnload is determined to be impermissible When the

tal object oWners or creators, and maintains scarcity in the

counter is Zero. For example, if the ODC is initialiZed to one,

electronic marketplace.

upon doWnload of the digital object the ODC is decremented
to Zero, indicating that doWnloads are no longer permissible.

FIG. 4 is How diagram of an illustrative method 400 of
60

doWnloading a used digital object and designating the doWn

Furthermore, Where unlimited movement is permissible until
a digital object is doWnloaded, the OMC may be omitted and

loaded digital obj ect as no longer available for further move
ment after exceeding a threshold number of doWnloads.

the ODC used to determine When a doWnload or movement is

Illustrated are personaliZed data stores 122(A) and 122(C)
for users 102(A) and 102(C), respectively. Assume the ODT
is set to Zero in this illustration. Digital object 124 begins in
personaliZed data store 122(A) With user 102(A) having
access rights. User 102(A) decides to make a permissible

impermissible. Taking the example above, if the ODC is
greater than Zero, moves remain permissible.
FIG. 3 is a How diagram of an illustrative method 300 of

moving a used digital object and designating the used digital

65

US 8,364,595 B1
9

10

move 402 of digital object 124 to user 102(C), and the OMC
is incremented from zero to one. Digital object 124 is moved

trated example, the objects in the user’s personalized data

from personalized data store 122(A) to personalized data
store 122(C).
User 102(C) then doWnloads 404 digital object 124 to PDA

unavailable indicator 610, signifying that this digital object

store include digital object 608, Which is denoted With a move
may not be moved to other personalized data stores. As

described above, this may have occurred by exceeding an
OMT, ODT, or both thresholds. In other embodiments this
indicator may be displayed because the user has designated
that digital object 608 cannot be moved. Those skilled in the

device 104(C), thus incrementing the ODC from zero to one,
as described above. Because the ODT is set to zero further
moves are impermissible and, at 406, the user may not sub

sequently move digital object 124 to another personalized

art Will appreciate that other indicators may be used to des
ignate if doWnloads, streaming, or other transfers are unavail
able. Digital objects 612 and 614 are also displayed as being

data store. HoWever, While prohibiting moves to other per
sonalized data stores as described above, the user 102(C) may

digital objects currently in the personalized data store in 606,

continue to access digital object 124 from her personalized
data store 122(C), for example via streaming or other access
permitted through the personalized data store interface 114.

and are eligible for movement (Which, in the illustrated
example, is made apparent by the lack of a move unavailable

indicator).

In another example, the ODT may be set to one, While the
OMT is set to an in?nite value or disregarded. Thus, the

In the illustrated embodiment, Wanted digital objects 616
are also displayed and include digital object 618, digital
object 620, and digital object collection 622. These are digital

digital object 124 could be moved With no limitation until the
object is doWnloaded once, at Which point further moves are

impermissible.
Building a Digital Object Collection

objects to Which the user Wishes to acquire access rights.
20

Digital objects available for movement 624 may also be

FIG. 5 is a How diagram of an illustrative method 500 of

presented. In the illustrated example, digital object 612 has

building a digital object collection from used digital objects

been designated by the user as being available for movement.

located in multiple personalized data stores. A collection of
digital objects includes tWo or more digital objects. For
example, a collection of digital objects may be all songs

For example, perhaps digital object 612 is a song in Which the
user is no longer interested. In contrast, digital object 614 is
25

still of interest to the user, so the user has chosen not to make

found on a particular album, or all episodes of a particular
television shoW from a particular season. Thus, While a par

digital object 614 available for movement. HoWever should
the user lose interest, digital object 614 is not yet precluded

ticular album (digital object collection) may no longer be

from movement to other personalized data stores. Because
the user may choose to make digital object 614 available for

available for purchase, multiple users may hold individual

songs (digital objects) Which, When assembled, are equivalent

30

movement, the move unavailable indicator 610 is not shoWn.

to the particular album.

As described above, digital object 608 is no longer eligible for

At 502, a digital object collection is selected. At 504, the
individual digital objects forming the object collection are

movement betWeen personalized data stores and is thus
?agged With the move unavailable 610 indicator.
Returning to object WindoW 604, a search box 626 is also

determined. At 506, a search of source personalized data
stores is made. Source personalized data stores include per
sonalized data stores of users Which have used digital objects
available for movement. As describedbeloW, users may select

35

object. For example, a user may search to ?nd a particular
digital object to add to the Wanted digital objects 616 or a
digital object in the user’s oWn personalized data store.

privacy settings on their personalized data stores to indicate
Whether they Want their personalized data store to be available
as a source personalized data store. For example, a user may 40

opt to preclude search of her personalized data store contents

A move control 628 to transfer an object to another user

may also be presented. Activation of this control alloWs a user
to initiate a request for movement of a digital object as
described in FIG. 2 at block 208.
An available control 630 to identify an object as being

entirely, permit search of digital objects in the personalized
data store available for movement, or permit search of all
digital objects in her personalized data store. Where a user

alloWs searching of all digital objects, the user may be pre

displayed in the illustrated example. Search box 626 provides
an area for a user to input information about a desired digital

45

available for movement may also be presented. Activation of

sented With an option to alloW or deny a movement of a digital

this control alloWs a user to designate that a selected digital

object from her personalized data store.
At 508, source personalized data stores for the digital
objects found in the selected digital objected collection are
selected. This selection may include multiple factors. For

object is available for movement to others, for example, a
used digital object for sale. When a move is unavailable, such
50

as may be denoted With the move unavailable indicator 610,
this control may be disabled and the user may be precluded

example, a user may Want to have his digital object collection

from designating the used digital object as being available for

compiled only from the least expensive available used digital

movement.

objects. Alternatively, the user may only Want to compile his
digital object collection from members of an a?inity group,

may also be presented. Activation of this control alloWs a user

such as club, church, or social networking group.

A Wanted control 632 to identify a Wanted digital object
55

indicate digital objects being sought from other users. Entry

At 510, the digital object collection is built by per'missibly
moving the digital objects found in the collection from their

of a Wanted object may also trigger a search of other users’

source personalized data stores to a single destination person
alized data store.
Illustrative Personalized Data Store Interface
FIG. 6 is a schematic diagram of an illustrative personal

face.
As also illustrated, a Wanted collection control 634 to iden

available digital objects and presentation of a purchase inter
60

tify a Wanted collection of objects is presented. Activation of
this control alloWs a user indicate What collection of digital

ized data store interface 600 presented by netWork resource
server 108. Depicted are object interface 602 and object Win

objects is being sought from others. As With control 632, entry

doW 604. Within object interface 602, status of digital objects
(“neW” and/or used) in relation to a user’s personalized data
store may be presented. For example, objects currently in the

users’ available digital objects and presentation of a purchase

user’s personalized data store are displayed 606. In the illus

of a Wanted collection of objects may trigger a search of other
65

interface.

A privacy control 636 to con?gure personalized data store
privacy may also be presented. Activation of this control
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allows a user to set his or her personalized data store privacy

a ?rst user and is accessible by an electronic device

parameters. These parameters may include user permission to
alloW vieWing a list of personalized data store contents by

associated With the ?rst user, and Wherein the used digi
tal object is a digital object in Which the ?rst user has
legitimately obtained access rights;

other users, (and if so, Whether for all users or a de?ned

group), searching of personalized data store contents for pos
sible movement (and Whether to require con?rmation of
moves, or alloW any moves), searching of only digital objects
in the personalized data store available for movement, search
ing of all digital objects in their personalized data store.

determining that the used digital object is available for
transfer from the ?rst personalized data store;
providing an indication that the used digital object is avail
able for transfer from the ?rst personalized data store;
receiving a request to transfer the used digital object to a
second personalized data store, Wherein the second per

CONCLUSION

sonalized data store is associated With an account of a

second user and is accessible by an electronic device
associated With the second user;

Although speci?c details of illustrative methods are
described With regard to the ?gures and other How diagrams
presented herein, certain acts shoWn in the ?gures need not be
performed in the order described, and may be modi?ed, and/

authorizing transfer of the used digital object to the second
personalized data store based on satisfaction of one or

more business rules;

or may be omitted entirely, depending on the circumstances.

As described in this application, modules and engines may be
implemented using software, hardWare, ?rmWare, or a com
bination of these. Moreover, the acts and methods described

upon authorization of the request to transfer the used digi
tal object to the second personalized data store, transfer
20

may be implemented by a computer, processor or other com
puting device based on instructions stored on memory, the
memory comprising one or more computer-readable storage

data store to the second personalized data store; and

deleting the used digital object from the ?rst personalized

media (CRSM).
The CRSM may be any available physical media acces

25

sible by a computing device to implement the instructions
stored thereon. CRSM may include, but is not limited to,
random access memory (RAM), read-only memory (ROM),

initializing an object move counter to count a number of

moves of the used digital object betWeen personalized
data stores;
30

ogy, compact disk read-only memory (CD-ROM), digital
versatile disks (DVD) or other optical disk storage, magnetic

applying the move limit business rule stored in memory to
determine Whether to authorize or deny the request for
35

of times the used digital object has been moved;

Wise, or otherWise understood Within the context as used, are

comparing the object move counter to the object move
40

threshold;
denying the request for transfer of the used digital object
as impermissible When the object move counter of the

used digital object exceeds the object move threshold;

ments and/or acts are in any Way required for one or more
embodiments or that one or more embodiments necessarily 45

include logic for deciding, With or Without user input or
prompting, Whether these features, elements and/ or steps are
included or are to be performed in any particular embodi
ment.

It should be emphasized that many variations and modi?
cations may be made to the above-described embodiments,

transfer of the used digital object, application of the
move limit business rule comprising:
querying the object move counter to determine a number

Conditional language, such as, among others, “can,”
“could,” “might,” or “may,” unless speci?cally stated other
generally intended to convey that certain embodiments
include, While other embodiments do not include, certain
features, elements and/or steps. Thus, such conditional lan
guage is not generally intended to imply that features, ele

setting an object move threshold, the object move threshold
de?ning a number of times the used digital object can be

moved;

cassettes, magnetic tape, magnetic disk storage or other mag
netic storage devices, or any other medium Which can be used
to store the desired information and Which can be accessed by
a computing device.

data store.
2. The system of claim 1, Wherein the one or more business
rules comprise a move limit business rule, and Wherein autho

rizing transfer of the used digital object further comprises:

electrically erasable programmable read-only memory (EE
PROM), ?ash memory or other solid-state memory technol

ring the used digital object from the ?rst personalized

50

and

authorizing the request for transfer of the used digital
object to the second personalized data store When the
object move counter of the used digital object is
Within the object move threshold.
3. The system of claim 2, Wherein the request for transfer
comprises a request for movement, Wherein the transferring

comprises moving the used digital object from the ?rst per

the elements of Which are to be understood as being among

sonalized data store to the second personalized data store, and

other acceptable examples. All such modi?cations and varia

Wherein the acts further comprise incrementing the object

tions are intended to be included herein Within the scope of

move counter upon movement of the used digital object from
the ?rst personalized data store to the second personalized

this disclosure and protected by the folloWing claims.
What is claimed is:

data store.

1. A system comprising:

4. The system of claim 3, Wherein denying the request for
transfer comprises denying the request for movement, While
still permitting streaming of the used digital object from the

one or more processors; and

computer-readable storage media encoded With instruc

tions that, When executed on the one or more processors, 60 ?rst personalized data store.
5. The system of claim 4, Wherein streaming of the used
instruct the one or more processors to perform acts for

enabling permissible transfer of used digital objects

digital object from the ?rst personalized data store to the

among different users in an electronic marketplace, the

electronic device of the user is permitted as long as the user

acts comprising:
storing a used digital object obtained from an authorized

retains access rights to the used digital object.
6. The system of claim 3, the acts further comprising levy
ing a fee When moving the used digital object from the ?rst
personalized data store to the second personalized data store.

source in a ?rst personalized data store, Wherein the ?rst
personalized data store is associated With an account of
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7. One or more computer-readable storage media encoded

14. The one or more computer-readable storage media of

claim 13, the acts further comprising denying the request for

With instructions that, When executed on one or more proces
sors, instruct the one or more processors to perform acts

transfer of the at least one used digital object as impermissible
When the object move counter of the used digital object

comprising:
determining that one or more used digital objects are avail
able for transfer from a ?rst personalized data store to

exceeds the object move threshold, While still permitting

another location, Wherein the ?rst personalized data

data store to an electronic device of the user.
15. The one or more computer-readable storage media of

streaming of the used digital object from the ?rst personalized

store is associated With an account of a ?rst user and

claim 7, the acts further comprising:

Wherein the ?rst user has legitimately obtained access
rights to the one or more used digital objects;
providing an indication that the one or more used digital
objects are available for transfer from a ?rst personal
ized data store to another location;

receiving, from a user, a single selection of an object col

lection, Wherein the object collection comprises mul

tiple digital objects; and
at least partly in response to receiving the selection from
the user:

receiving a request to transfer at least one of the one or

determining the multiple digital objects that make up the

more used digital objects from the ?rst personalized data
store;
authorizing the transfer of the at least one used digital

object collection;
searching multiple personalized data stores to ?nd source

personalized data stores containing used digital objects

object based on satisfaction of one or more business

rules;
upon authorization of the request to transfer the at least one

that make up the collection Which are available for
20

used digital object to the other location, transferring the

tion from the source personalized data stores; and

at least one used digital object from the ?rst personalized

building the object collection by permissibly moving the

data store to the other location; and

used digital objects that make up the collection from the

deleting the at least one used digital object from the ?rst
personalized data store.

source personalized data stores to the second personal
ized data store.
16. The one or more computer-readable storage media of

8. The one or more computer-readable storage media of

claim 7, Wherein the other location comprises a personalized
data store associated With an account of a seconduser, another
personalized data store associated With an account of the ?rst
user, or an electronic device of the user.

claim 15, Wherein used digital objects are available for move
ment if an object has been moved less than or equal to a
30

9. The one or more computer-readable storage media of
claim 8, Wherein the other location is administered by a same
10. The one or more computer-readable storage media of

alized data store.
11. The one or more computer-readable storage media of
claim 7, Wherein the one or more business rules comprise a

doWnload business rule de?ning a predetermined number of

35

used digital object is permissibly movable before movement
is restricted.
40

store.

digital object as impermissible When the used digital

19. The one or more computer-readable storage media of
45

claim 7, the acts further comprising causing display of one or
more of the folloWing:

claim 11, Wherein the predetermined number of permissible

a move control to move a selected used digital object to

doWnloads is zero.

another personalized data store;

13. The one or more computer-readable storage media of
claim 7, Wherein the one or more business rules comprise a

moves of the used digital object betWeen personalized
data stores;
setting an object move threshold, the object move threshold
de?ning a number of times the used digital object can be

moved; and
determining that the object move counter of the used digital
object is Within the object move threshold.

claim 7, the acts further comprising causing display of Wanted
used digital objects for inclusion into the ?rst personalized
data store.
20. The one or more computer-readable storage media of

12. The one or more computer-readable storage media of

initializing an object move counter to count a number of

18. The one or more computer-readable storage media of

claim 7, the acts further comprising causing display of the
used digital objects currently in the ?rst personalized data

denying the request for transfer of the at least one used

move limit business rule, and Wherein satisfaction of the
move limit business rule comprises:

claim 7, the acts further comprising initializing an object type
for the used digital object upon receipt, and setting an object
move threshold according to the object type, the object move
threshold de?ning a predetermined number of times that the

permissible doWnloads, and the acts further comprise:
object has been doWnloaded more than the predeter
mined number of times; and
authorizing transfer of the at least one used digital object to
the other location When the used digital object has been
doWnloaded at most the predetermined number of times.

predetermined move threshold number of times and has been
doWnloaded less than or equal to a predetermined doWnload
threshold number of times.
17. The one or more computer-readable storage media of

entity that administers the ?rst personalized data store.
claim 8, Wherein the other location is administered by a
different entity than an entity administering the ?rst person

movement;
selecting the used digital objects that make up the collec

an available control to list a selected used digital object as
55

available for movement;
a Wanted control to list a Wanted used digital object;
a collection control to list a Wanted collection of digital

objects; and
a privacy control to con?gure personalized data store pri

vacy settings.
21. The system of claim 1, Wherein the ?rst and second
personalized data stores are accessible via the electronic mar

ketplace.

